The Other Side of
ASSET PROTECTION

ByErikFord  We live in a world where, to function, we must
trust any number of entities with a wealth of

our personal information. We may recognize

the vulnerabilities to which this exposes us,

but we don’t always do what we can to protect our-
selves, either through neglect or perceived incon-
venience. When something happens to our data,
whether an attempted frandulent use of a credit
card or a complete stolen identity, the remedial

activity can be very time-consuming and stressful.

financial fitness

It is best to assume that none of our personal finan-
cial data is safe and be proactive in taking action to
protect ourselves and our families.

The recent data breach at Capital One exposed the
personal information of 106 million customers.
Several years ago, the U.S. government employee
database was hacked and one of the credit bureaus
had a data breach. There are many other exam-
ples of entities large and small that I could cite. If

the U.S. government, the credit bureaus or large
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financial institutions can’t securely protect

your data, it is up to you. Add to that the

risk of having your own computer or
smartphone hacked and personal data
obtained that way.

Credit card companies are
getting very good at
spotting potentially
fraudulent activity
through algorithms
that analyze activities, but
these transactions occur once your data is in the wrong hands
and the occurrence doesn’t tell you anything more than that a
party with fraudulent intent has your credit card information.

One obvious action is to be careful where you expose your
personal financial information, but this is increasingly difficult
to manage in today’s world as more and more is done online and
once your information is in the hands of a legitimate party, you
lose control of it and rely on their protective measures. As we
have learned, these protective measures frequently fall short.

There is no simple solution. Anyone reading this is not likely to
move to a remote corner of the country, stay off the internet and
transact with all cash. But there is always that option. There are
actions you can take to protect yourself and assets.

The first step everyone should take is to subscribe to a fraud
protection service. This article is not going to make a specific
product recommendation but will encourage readers to review
the service levels available and choose one with which you are
comfortable. Don’t be overly cost-sensitive as this is an import-
ant service for your household similar to your family insurance
package. Good providers will give you text and email alerts imme-
diately when there is a credit inquiry and the ability to make

a complete review of your eredit records at all credit bureaus.
More recently, services are including dark web searches as well
for possible fraudulent use of personal information in that dark
corner of the cybersphere.

The next step is to consider freezing your credit records at the
three credit bureaus. The author did this once the data breach
occurred at Experian, one of the three credit bureaus. This is
reasonably easy to do but does take several minutes for each
credit bureau. It further complicates things a bit when you actu-
ally need to allow access to your credit scores and history. For
example, if you are tempted to apply for a store credit card be-
cause of a discount offered on a large purchase if you apply for
a store card, you will likely need to unfreeze your credit records
temporarily. You may not want to deal with while standing in
the checkout line at Target or some other store. For more sig-
nificant credit applications, like an auto loan, mortgage, home
equity or credit card, you have to add the additional steps of
temporarily lifting the freeze at one or all three credit bureaus,
but they are generally not spontaneous actions, giving you the



time to do a temporary lift of your credit freeze. A side benefit
is that you do think twice about submitting credit applications,
which is not a bad thing.

A final note on the above is to consider including your children in
the coverage and possible freezes. With the availability of person-
al information and the use of social media, they may be victims of
identity theft or credit history damage before they even use the
records themselves.

The point of the above is not to frighten anyone, but to reinforce
the message that we all have to take control of protecting our
own personal financial data and, to the extent possible, make it
difficult for it to be stolen or used by bad actors. Like any other
form of insurance protection, we hope we never need it, but when
we do, we tend to be glad we paid those annual premiums.
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Park at The History Center,

800 N. Main St. Glen Ellyn

Fun for the entire family!

Experience Iife as it was for the early settlers oi Glen Ellyn with live farm animals, craits for Kids,
candle-making, corn shelling, apple peeling, help with vegetable harvest, pioneer games and
toys, how to rope a hed, make rope, do laundry 1840’s style, try an outdoor 1840's classroom
and much, much more! Adults $8, Children (3-17) $4, children under 3 are free
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At Travanse Living at Wheaton, our assisted living
and memory care residents enjoy the freedom of
living a vibrant, active lifestyle while enjoying peace
of mind knowing our wellness services and amenities
are personalized to fit their individual needs.

To learn more, call (888) 491-5408.
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